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Automates key IT activities including risk assessment, policy management, IT controls assessment
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Overview

Symantec Control Compliance Suite provides end-to-end

coverage for the IT compliance lifecycle, including policy

management, technical and procedural controls

assessment, reporting, and remediation. Control

Compliance Suite provides the most comprehensive view

of risk and compliance posture with a combination of

point-in-time controls assessment and real-time

monitoring of risks and threats. Control Compliance

Suite is an open architecture that enables integration

with business processes and other external solutions.

The need to automate key IT compliance processes

Today, the complexity of ensuring compliance and

strong IT governance in an organization is made more

difficult by the variety of security issues that must be

monitored and the need to comply with multiple external

mandates. Recent research indicates that companies

investing in one-off solutions for each compliance

mandate they face will spend significantly more on IT

compliance than those that develop a single solution to

manage multiple mandates.

1. "Improving IT Compliance: 2006 IT Compliance Benchmark Report,” June

2006.

The action most responsible for best-in-class

compliance results is the frequent measurement of

IT-based controls, policies, and audit results. Industry

leaders are monitoring, measuring, and reporting on

these once every 21 days and are conducting internal

audit and IT security monitoring eight times more

frequently than are industry laggards.1

Unfortunately, the majority of costs associated with

implementing strong IT compliance come from

often-repeated, time-consuming processes: creating,

defining, and distributing policies; tracking exceptions;

managing standards; managing entitlements;

remediating deviations; and performing both procedural

and technical assessments. Thus, the critical need for

organizations is finding a way to perform these costly

processes more efficiently.

Organizations are struggling not just with maintaining

strong IT compliance, but also with understanding what

policies and standards they should be implementing. A

typical organization is a complex, heterogeneous

environment with a variety of platforms and a diverse

set of control objectives. Understanding what is required

and how to achieve cost-effective, strong IT compliance

requires comprehensive intelligence of regulations,
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frameworks, and the relevant best practices, and the

appropriate tools to automate the process.

Symantec Control Compliance Suite

The Symantec Control Compliance Suite is an integrated

set of technologies that enable the key processes

needed to achieve and maintain IT compliance. By

providing these technologies in a single solution,

Symantec Control Compliance Suite can make the

process of compliance easier and more cost-effective for

customers.

Policy Manager

The Policy Manager assists with defining and mapping

policies to best practices, frameworks, and regulations,

and it identifies overlaps in control objectives to reduce

duplicative assessment efforts. The Policy Manager also

automates the distribution of written policies

throughout the organization, tracking end-user policy

acceptances and exception requests. The Policy Manager

collects evidence of compliance to control objectives

through integration with other Symantec Control

Compliance Suite components that provide both

procedural and technical assessments, thus enabling

analysis and reporting on compliance efforts. In

addition, the Policy Manager ships with over 125 sample

policies and policy templates, and it fully and easily

customizable. Newly enhanced reporting and dashboard

capabilities allow more flexibility for distributing

information.

Figure 1. Policy Manager—trend analysis

Entitlement Manager

The Entitlement Manager gathers effective permissions

on data from across the enterprise, translates those

permissions into a consistent human-readable format,

associates management classification to the data, and

electronically routes the information to business owners

for access approval. Entitlement approvals are tracked

and tied to analysis/audit reports as controls evidence.

Figure 2. Discovery and configuration of entitlement control points
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Response Assessment Manager

The Response Assessment Manager (RAM) automates

the assessment of non-programmatic controls. These

non-programmatic controls make up the majority of

objectives laid out in regulations/frameworks.

Organizations often rely on paper-based assessments

that are expensive and difficult to manage. RAM

manages the manual assessment process from

questionnaire creation and distribution to analysis of

response data. RAM integrates with Symantec Control

Compliance Suite to provide a comprehensive view of

both procedural and technical controls, thus ensuring

policy coverage.

Figure 3. Response Assessment Manager

Standards Manager

The Standards Manager automates the management of

deviations from technical standards and makes it

possible to remediate misconfigurations. The Standards

Manager provides prepackaged technical standards that

granularly define best practices for securing servers and

databases and securing trends compliance to these

standards. In addition, the Standards Manager of the

Symantec Control Compliance Suite provides detailed

remediation instructions to correct deviations and

integrates with existing change-control ticketing

systems to ensure that changes are made only after

appropriate authorization and with proper oversight.

Figure 4. Technical controls assessment and reporting

Security Information Manager

Security Information Manager enables organizations to

collect, store, and analyze log data as well as monitor

and respond to security events to meet IT risk and

compliance requirements. It can collect and normalize a

broad scope of event data and correlate the impact of

incidents based on their criticality to business

operations or the level of compliance to various

mandates. Incidents are prioritized using its built-in

asset management function—which is populated using














